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Preface

I have been working as freelance internal IT auditor
all over Europe for a number of years now and have
been advising businesses of pretty much all sizes
throughout almost any industry.

Auditing is all about corroborative enquiry and so
not quite surprisingly you come across all kinds of
rather embarrassing, sometimes unbelievable things.

At the same it’s good to keep the perspective.

Despite all good intension and effort everyone can
fail. “Nobody is perfect” and I mean nobody.
There are no audits without any findings or
recommendations. In consequence, whoever fails is
in good company.

Failure is no catastrophe as such, indeed it often
enough helps to realize issues and improve.

“Life’s too short to take it too serious.”

Keeping your humour no matter how sad a failure
may be is very healthy. As long as you can still
laugh about it you can go back and get it right in
future.
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This book is a collection of some of these most
crazy stories and they are supposed to make you
laugh or smile – whatever you prefer. Beyond this
they hopefully here and there serve as an eye-
opener – whether you are an auditor or his “victim”.

In the end it is my experience that a good story tells
more than a twenty page lecture.

Finally, many thanks to all “involuntary
contributors” to this book. It was a pleasure to work
with all of you.

Enjoy!

Martin Holzke
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Handling Security Breaches

Government departments tend to be particular
notorious about security and be it only to keep the
right impression.

I was working with one of them on short notice.
Obviously no one had been able to prepare a work
space for me, so I brought my own laptop, unaware
that that wouldn’t be allowed

Eventually in the afternoon of my first day they
decided to let me use a workstation in standalone
mode, i.e. without any network access. I started
documenting my day’s work and left for the day.

Next morning I returned and continued – not aware
that I was about to spark a major security incident…

When it emerged all hell broke lose.

Well, what had happened?

The standalone PCs were supposed to be setup in
such a way that they would wipe the local hard
drive over night, i.e. my work would have been lost.
Of course no one had told me that and so I stored
my files on the hard drive rather than external.
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Somehow it got spotted, possibly because I was
working next to the security department and the
machine actually was theirs. The machine was
immediately quarantined and I was lucky not to be
arrested straightaway. My files taken off and jointly
investigated by my boss and the security officer to
ensure I had not done anything nasty.

Eventually I got my files returned on floppy disk.

It certainly was my best paid time off, so I smiled
and duly said sorry. In the end no one had briefed
me properly.

For the rest of my contract all of the security guys
ignored me when they had been very friendly before
that incident.

In the end they should have been grateful that a
glitch in their security setup was found by pure
chance, instead they had obviously decided to hate
me for having destroyed their perfect little world…
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